
17ATZ worldwide 9/2003 Volume 105

MATERIALSTitanium

A glance at the last decade shows that nearly all important innovations in vehicle technology
have been made with software-based electronic systems. This especially becomes clear if one
considers the degree of networking in vehicles – as this article from Vector Consulting GmbH
and Audi AG shows.

1  The Challenge: Stable and
Reliable Vehicle Bus System

Since the production-run introduction of the

CAN protocol in 1989 with three bus partici-

pants, the number has increased today to

over 70 electronic control units and several

bus systems (CAN, LIN, and MOST) that are

linked using gateways. And, with this goes

an increasing distribution of the ever-more-

complex functionality. In the future, this de-

velopment will advance even more quickly.  

Therefore it is essential for all vehicle

manufacturers to ensure stable and reliable

communication between electronic control

units and the individual bus systems. 

The challenges that arise are compara-

tively new for all participants. In the past

many different suppliers had developed

electronic control units with various hard-

ware and software solutions in different

variants that have been integrated into ve-

hicles by vehicle manufacturers. However,

there has been minimal or in some cases no

communication between these electronic

control units. In the last three to five years,

the networking of electronic control units as

well as the distribution of functions has in-

creased steadily while system complexity

has grown, Figure 1.

Due to this development, it cannot neces-

sarily be guaranteed that the whole system

of networked electronic control units

demonstrates the defined properties. Audi

AG has identified three important success

factors in which electronic control units will

work together in defined operating modes

within the vehicle bus system:

■ Standardization of the hardware and soft-

ware components

■ Improve information flow between devel-

opment partners, especially from the manu-

facturer to the supplier

■ Integration reviews of the standard hard-

ware and standard software connecting to

the vehicle bus system.

Audi uses a combination of these three

success factors during the entire develop-

ment process. Their use as well as their inter-

action will be explained in more detail be-

low.

2 Success Factor: 
Standardization

The software implemented in electronic con-

trol units can be divided into the so-called in-

frastructure software on the one hand (that

is, operating system, communications soft-

ware such as CAN network connection and

basic input/output services) and application

software (that is, the actually-desired func-

tionality) on the other hand. An important

prerequisite for the interoperability of elec-

tronic control units is the use of standard

hardware and standard software compo-

nents connecting the vehicle bus system. At

Audi AG, these standard components are

used for the CAN and LIN bus systems.

2.1  Standard Hardware
Audi makes available to its suppliers clearly

defined specifications for the communica-

tion interfaces of the CAN and LIN bus sys-

tems by supporting interface requirement

specifications. These detailed specifications
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are made for the CAN inductors and the CAN

transceivers as well as their circuits, Figure 2. 

2.2  Standard Software 
Components
Audi makes available to its suppliers the

standard software components for integra-

tion into the electronic control units depict-

ed in Figure 3. Standardization of hardware

and software components connecting to the

CAN or LIN bus has significant advantages.

The use of standard components in the

course of an architecture-based design al-

lows the vehicle manufacturer or supplier

easier portability and reuse of the actual ap-

plication on different electronic control

units. It also ensures better quality and reuse

of technical specifications. In conjunction,

both the supplier and the manufacturer re-

quire the following tasks.

2.3  Tasks of the Supplier
Despite the support by the vehicle manufac-

turer, two important tasks remain for the

supplier:

■ On the hardware development side, cor-

rect implementation of the requirement

specifications into the electronic control

unit, such as the realization of the voltage

supply specification or the CAN transceiver

circuits.

■ On the software development side, the in-

tegration of standard modules developed by

others into one’s own software.  Here above

all, the complexity of the interplay of the

standard components and the configurabili-

ty of the individual modules always leads to

questions and integration problems.

2.4  Tasks of the Automobile
Manufacturer
Requirements in the automotive electronics

sector are also themselves subject to a per-

manent development process, especially in

case of new developments.  The develop-

ment process for the requirements must be

synchronized continuously with the suppli-

ers’ electronic control unit development

process. This applies mainly for the standard

components, if definition gaps in the indi-

vidual requirement specifications are not

identified and corrected through a meticu-

lous collaboration between the manufactur-

er and supplier during vehicle development,

this can lead to significant deviations and

considerable problems in the integration of

the entire network.

The standardization of software and

hardware components poses a solution for a

stable and reliable vehicle bus system; how-

ever, it brings along with it new tasks on the

level of collaboration between automobile

manufacturers and suppliers. Therefore, ad-

ditional, flanking measures are necessary in

order to make the transition “from theory to

life” (Goethe).

3  Success Factor: 
Improve Information Flow

From the points discussed thus far, it has be-

come clear that, due not just to the technical

but also the organizational complexity,

there is no clear, and complete communica-

tion between automobile manufacturers

and suppliers as might be desired. Further-

more, the complexity of the communication

between both must adjust to the complexity

of the technical and organizational systems

[1,2].

A communication relationship on the

level of electronic control unit functionali-

ties is therefore no longer sufficient. Addi-

tional communication channels also on the

level of the connection of standard hardware

and standard software components to the

vehicle bus system must be established.

For this purpose, Audi is holding work-

shops with all its electronic control unit sup-

pliers on the topic “Diagnostics and CAN /

LIN / MOST software,” which pursues three

goals:

■ First, the background for particular manu-

facturer requirements is explained and “tips

and tricks” for the integration of diagnosis

functions, network drivers, network man-

agement, and standard software modules

are treated. 

■ Second, problems identified in the past are

discussed so that these will not be repeated

during the new development of vehicles.

■ Third, the workshops offer a forum for

general information exchange between the

automobile manufacturer and the suppliers

as well as among suppliers.

These workshops have been very posi-

tively received by the suppliers - here is an

example of the general theme of participant

feedback: “(…) the workshop created trans-

parency in the entire bus topology of Audi,”

and “(…) the consequences of implementa-

tion errors for Audi became clear.”

Specification gaps on the manufacturers’

side and information gaps on the suppliers’

side as well as the provision of additional

contact people for the connection of stan-

dard hardware and standard software com-

ponents in the vehicle bus system can there-

fore be reduced significantly by such work-

shops.

However, even with such measures it is

not ensured that standard components will

be integrated according to the requirements.

There are two main reasons for this: first, the

information in a workshop is not sufficient

to consider all variants and specific difficul-

ties of every electronic control unit supplier.

Secondly, even detailed information does

not guarantee that these specifications will

be implemented accordingly. Therefore, a

third measure is necessary for completion:

integration reviews. 

4  Success Factor: 
Integration Reviews

In order to complete the chain of success fac-

tors that consists of standard hardware and

standard software requirements and com-

ponents (success factor 1) along with im-

provement of the information flow (success

factor 2), integration reviews are carried out

at Audi in an early development phase. The

purposes of these are the verification, in co-

operation with the suppliers, and the inte-

gration of the standard hardware and stan-

dard software into the vehicle bus system.

The integration reviews complete the

first two success factors in a central manner

[3, 4, 5, 6, 7].

■ Since the responsibility for system inte-

gration in the vehicle rests with the automo-

bile manufacturer, suppliers do however re-

alize the implementation of specifications in

the electronic control unit. Integration re-

views guarantee early identification and

correction of deviations and integration

flaws.

■ Since the integration solution of each sup-

plier is always subject to specific basic condi-

tions, integration reviews offer the opportu-

nity to clarify individual questions and diffi-

culties and to solve them in the best interest

of both parties.

If one considers integration reviews in

the course of the V–model, it becomes clear

that the cooperation between automobile

manufacturer and supplier in the develop-

ment process can now be realized consis-

tently. Instead of just communicating re-

quirement specifications “at the upper

edges” of the V-model and testing their inte-

gration with sample acceptance, common

development efforts occur through integra-

tion reviews also in the “middle range” of

the architecture design and the integration

test, Figure 4. 

This “moving together” of manufacturer

and supplier into a “systems engineering

team” is necessary due to the increasing

number and complexities of electronic sys-

tems in the vehicle, a complete test coverage

of all electronic control units participating in

the bus system is no longer possible offhand.

The central objections to integration re-

views are time and resource efforts required

by all participants. These can only be justi-

fied if integration reviews produce verifiable

time and cost savings for all participants to

the bottom line.

When weighing this cost-benefit aspect,

Audi AG, with the support of Vector, has de-
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■ CAN transceiver circuit

■ CAN transceiver handling

■ Power-up initialization

■ CAN drivers

■ Data consistency

■ Specifications and integration of incorrect

versions.

4.2.2  Expenses and Utility 
of the Integration Reviews
Per identified finding, there was an average

effort of approximately three person-days,

which was distributed between the supplier

and organizer in an approximate relation-

ship of 70:30. If one compares this cost-bene-

fit relationship with experiential values

from later testing procedures, the relation-

ship per identified finding is 3.4 times better

than an error search in the C-sample phase

and 37.8 times better than an error identifi-

cation in the pre-series; Figure 7.

4.2.3  Useful Side-Effects 
of the Integration Reviews
In addition to the quantitative utility as-

pects, according to the suppliers’ feedback to

the integration reviews, there is a whole se-

ries of not-directly-measurable advantages

that must also be considered in the total

evaluation.

■ Conceptual ideas: integration reviews pro-

duced many helpful impulses to “think

over” one’s own integration concept in some

places.

■ Early error discovery by the suppliers

themselves: due to the questionnaire sent in

advance, aspects in need of improvement

could already be recognized and eliminated

by the supplier prior to the review session 

■ Safeguarding: through the integration re-

view, the suppliers received a founded and

detailed reinsurance with respect to their in-

tegration concepts.

■ Implementation aids: the combination of

review session and subsequent discussion

provided the suppliers with helpful informa-

tion for the implementation of their own

concept.

4.3  Lessons Learned from 
Integration Reviews
The lessons the promoters have learned

from the preparation, execution, and evalu-

ation of the integration reviews may be

summarized as follows:

■ Integration reviews represent an optimal

complement to the success factors standard-

ization and intensification of the informa-

tion flow in order to achieve the goal of a re-

liable and stable vehicle bus system. On the

one hand, they complete the approach of

standardizing hardware and software com-

ponents in that they not only specify the in-

tegration of the components, but also check
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cided to carry out reviews of the integration

of the standard hardware and software in a

pilot study with ten new electronic control

unit suppliers and then examine the cost

and benefit aspects that arise in as much de-

tail as possible. 

4.1  Contents and Process 
of Integration Reviews
The basis for carrying out the integration re-

views was a specification defined by Vector

and Audi together, which defined the test-

ing objects and testing criteria as well as the

review process with its associated roles and

responsibilities. 

The goal of the integration review, as

mentioned above, is to identify and correct

early on any integration flaws in the incor-

poration of the standard software and stan-

dard hardware components into the vehicle

bus system.

From this goal was derived the central

testing criterion: the interplay of hardware

and software for the assurance of the “sleep”

and “wake-up mode”. Both these definitions

formed, in turn, the basis for the determina-

tion of the testing objects. The following ob-

jects belonged to the scope of the integration

reviews in the partial area of the standard

hardware: voltage supply specification,

watchdog specification, interfaces between

transceivers and microcontrollers and be-

tween transceiver and bus system, tolerance

details, CAN and LIN bit timing, and the cir-

cuits of the transceiver.

The following objects stood at the center

of the review in the partial area of standard

software: CAN drivers, network manage-

ment, transport protocol, diagnosis, compo-

nent protection, and flash/bootloader. On

the basis of the defined goals, contents, and

testing criteria, the following circle of partic-

ipants was defined in order to ensure an ef-

fective and efficient execution of the inte-

gration reviews: 

■ Review service provider (Vector): Modera-

tor, Standard software and network man-

agement experts

■ Automobile manufacturer (Audi AG): Soft-

ware experts, Hardware experts, Electronic

control unit Developement Engineers

■ Electronic control unit suppliers: Project

leader, Hardware developer, Software devel-

oper.

This circle of participants has worked to-

gether on the process flow depicted in Fig-

ure 5.

Based on the defined goals and testing

criteria, Audi and Vector together sent out a

questionnaire that was answered in writing

by the electronic control unit suppliers be-

fore the review session. 

The referees at Audi and Vector evaluated

the questionnaire and noted flaws as well as

open issues and questions in a preparatory

report, which formed the basis for the re-

view session, which took place either at the

supplier or at the automobile manufacturer.

In the review session, the suppliers started

by presenting their integration concept.

Next, the points of the preparatory report

noted by the referees were discussed in or-

der and classified. 

In individual cases, particular functions

were verified using circuit diagrams or code

sequences; a deeper discussion during the

review session was not allowed, however.

Thus it was possible to ensure that all find-

ings could be identified, classified, and docu-

mented with terms and responsibilities in a

period of four hours’ duration on average.

Thus after the end of the review session,

there was still time for the discussion of de-

tail questions and solution approaches.

The target-oriented control of the review

session was the task of the external modera-

tor, who also summarized the results and

measures derived from the session in a con-

cluding report. 

Rework of the identified flaws and open

issues occurred in writing so that suppliers

and manufacturers did not have to meet

once again. The moderator also carried out

the examination of the adherence to all

time-phased measures.

4.2  Results of Integration
Reviews
With respect to the results of the integration

reviews, three points are of special interest:

■ Which findings were identified?

■ Did the expenses and utility of the inte-

gration reviews stand in a reasonable rela-

tionship to one another?

■ What kind of not-directly-measurable

“useful side-effects” have the reviews pro-

duced?

4.2.1  Which Findings were Iden-
tified?
The classification of findings that were iden-

tified on average in the ten integration re-

views were distributed as follows, Figure 6:

■ 12 % A-findings that were classified as

“customer-relevant” and “not acceptable”;

■ 11 % B-findings that were qualified as “un-

comfortable” and “disturbing”;

■ 11 % C-findings that were rated “object of

improvement”;

■ 66 % open issues for which the suppliers

could not give the answer to the questions

posed or could not produce particular docu-

ments or proof.

With respect to the testing object, 34 % of

the findings were allotted to hardware top-

ics and 66 % of the findings to software top-

ics. Of these, in the following testing objects,

integration errors were common: 



it. Thus integration flaws are identifiable and correctable with justi-

fiable effort.

■ On the other hand, the information flow between manufacturers

and suppliers is further improved by integration reviews and a plat-

form is constructed by making suppliers’ concepts more transparent

for the manufacturer and for considering individual specifics suffi-

ciently.

With respect to the review process, suppliers have repeatedly

confirmed that the separation of the questionnaire and the review

session was very effective and efficient and brought to light a multi-

tude of findings. On the other hand, there is room for improvement

in the execution of the integration reviews; suppliers suggested the

following:

■ The questionnaire as a core element of the integration reviews

must be developed further in order to reduce room for interpretation

and previously existing doubled work.

■ Timing of the integration reviews should be better coordinated

with the individual suppliers’ development process.

■ Reviews for the integration of standard hardware and standard

software components into the vehicle bus system must be estab-

lished for all electronic control units as a mandatory measure of

Quality Assurance in automobile manufacturers’ development

process.

5  Solution Approaches for a Reliable 
and Stable Vehicle Bus System

The question in the beginning was: How might solutions look that

are adequate for the complexity of the conceptual formulation “real-

ization of a reliable and stable vehicle bus system”?

The authors have answered this question here by pointing out,

that measures must be defined and implemented on three different

levels.

■ On the level of the hardware and software, connecting the indi-

vidual electronic control unit to the vehicle bus system is clearly de-

fined and structurally implemented specifications for standardiza-

tion and reuse.

■ On the level of communication between automobile manufactur-

ers and suppliers, a clear improvement of the information flow dur-

ing the entire vehicle development process.

■ On the level of the development process itself, the establishment

of integration reviews as a mandatory measure of Quality Assur-

ance.

This procedure can be optimized further with additional mea-

sures such as the use of supporting process tools (8). In any case, sus-

tained consideration of all three levels is important. Otherwise, the

solution would not be adequate for the complexity of the conceptu-

al formulation. 
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